
The I&AM Primary Taxonomy is the base for further definitions of the sub areas of the discipline. This is the view where we start from the necessary,
pertinent actions and processes which need to be implemented and maintained by all classes of organisations. It is not based on the “classification” of 
technologies but instead on the management responsibilities and on the lines of ownership and delegation of tasks across the enterprise. Behind this 
division of the categories and sub-areas lie the information security principles of Segregation of Duties and Transparency/auditability of user management 
operations. For example. Those functions of teams in charge of enforcing access controls do not define the access control policies.  Similarly, the functions 
allocating access (provisioning) are not the same as those designing and managing the data flows. e function or team in charge of enforcing access controls 
do not define the access control policies. The taxonomy is called “primary” because it precedes further more concrete distinctions. In this way we can 
“build” a language for Identity Management (© Carlos Trigoso 2012-2020)

The “Primary” I&AM Taxonomy

How WhatWhy Who

Constrains
Policies determine when, when and 
how access to resources is authorised, 

Policies permit certain Entitlements to 
resources. Entitlements have 
“attributes” based on “business 
functions.”

An Information Architecture is based 
on Business and Security objectives. 
Business Capabilities are Catalogued 
accordingly.

Business Capabilities are mapped to 
Systems and Application Functions 
(Technical Capabilities)

Governs Maps

Users are allocated to groups, access 
profiles, accounts, etc. to enable 
access to resources..

User information including user 
business responsibilities and line of 
business position is uses to 
provision/allocate access rights.

Assigns

Constrains

Enforces

Systems and Applications are 
configured so to expect/require 
specific credentials for users 
requesting access

Authentication and Authorisation 
mechanisms enforce access controls 
to Resource Functions (a resource is a 
collection of Technical Capabilities)

Constrains

Data Control Data Management Data Workflows Data Services


